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1.A network engineer has been asked to investigate why several wireless barcode scanners and 
wireless computers in a warehouse have intermittent connectivity to the shipping server. The barcode 
scanners and computers are all on forklift trucks and move around the warehouse during their regular 
use. 
Which of the following should the engineer do to determine the issue? (Choose two.) 
A. Perform a site survey 
B. Deploy an FTK Imager 
C. Create a heat map 
D. Scan for rogue access points 
E. Upgrade the security protocols 
F. Install a captive portal 
Answer: A,C 
Explanation: 
heat map and site survey will provide the wifi strength and identify the weakness areas..this will give the 
opportunity if we need to increase WiFI strength or give suggestion to the forklift drivers about the 
movement 
 
2.Which of the following are the MOST likely vectors for the unauthorized inclusion of vulnerable code in 
a software company’s final software releases? (Select TWO.) 
A. Unsecure protocols 
B. Use of penetration-testing utilities 
C. Weak passwords 
D. Included third-party libraries 
E. Vendors/supply chain 
F. Outdated anti-malware software 
Answer: D,E 
 
3.A company recently experienced a data breach and the source was determined to be an executive 
who was charging a phone in a public area. 
Which of the following would MOST likely have prevented this breach? 
A. A firewall 
B. A device pin 
C. A USB data blocker 
D. Biometrics 
Answer: C 
 
4.Which of the following incident response steps involves actions to protect critical systems while 
maintaining business operations? 
A. Investigation 
B. Containment 
C. Recovery 
D. Lessons learned 
Answer: B 
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5.Joe, an employee, receives an email stating he won the lottery. The email includes a link that requests 
a name, mobile phone number, address, and date of birth be provided to confirm Joe’s identity before 
sending him the prize. 
Which of the following BEST describes this type of email? 
A. Spear phishing 
B. Whaling 
C. Phishing 
D. Vishing 
Answer: C 
Explanation: 
https://en.wikipedia.org/wiki/Phishing 
 
 


